KoMnbrorepubie BUpYChI

KoMImibploTepHblii  BUPYC — 3TO PA3HOBHUJIHOCTH KOMIBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIBHOU 0COOEHHOCTHIO KOTOPOM SIBJISIETCS CITIOCOOHOCTh K PaA3MHOKEHHUIO.
B nononHeHne K 3TOMy, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiipl U JaHHBIE, TOJKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTO ObLIa
3almynieHa 3apak€HHas MporpaMMa, a TAKXKEe MOBPEIUTh WIH J1aK€ YHUUYTOXKUTH
OTEPAIMOHHYIO CHUCTeMY €O BceMH (aiijamu B 11eIoM. B OOJBIIMHCTBE Cly4yacB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MCTOI[BI 3allIUThI OT BPCAOHOCHBIX IIPOI'paMM:

1. Wcnonb3yii cOBpeMeHHbIe ONepalliOHHbIe CHCTEMBbI , UMEIOIINE CEPbE3HBII
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM.

2. IloctosiHHO yCTaHaBJIMBail maT4yM (LUPpoBbIE 3aIUIaTKH, KOTOPBIE
aBTOMATUYECKM YCTAaHABIIMBAIOTCS C IEJIbI0 TOPAaOTKU MPOTpaMMBbl) U IpYyrue
OOHOBJIEHUSI CBOEM  omepannoHHOW cuctembl. CkauuBall  MX TOJIBKO
c opunmanbHOro caira paspaborunka OC. Eciaum cCylmecTByeT pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKJIKOUH €TO.

3. Paborait Ha CBOEM KOMITIBIOTEPE oz IIpaBaMu MOJIb30BaTeJIs |
a He aAMUHHUCTpaTOpa. OTO HE MO3BOJUT  OOJBIIMHCTBY  BPEIOHOCHBIX
IIPOrpamMM MHCTAJIMPOBATHCS HA TBOEM NEPCOHAIBHOM KOMIIBIOTEPE.

4. Wcnonb3yil aHTUBHPYCHBbIE NPOrpaMMHBbI€ NMPOAYKTHI U3BECTHBIX

MIPOU3BOIMTEIIEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3.

Orpanunyb GU3HMUECKUI JOCTYN K KOMIIBIOTEPY AJISl IOCTOPOHHUX JIULI.

Hcnonb3yil BHELIHWE HOCUTENU MHPOpMAlLMK, TaKUE Kak (uielka, AUCK WU

(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHKOB .

7. He oTKkpbIBaii KOMIbIOTEpPHbIe (PAaMiIbl, TOJYyYECHHbIE W3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxke Te (ailibl, KOTOpble MpuUcian TBOW 3HAKOMbINA. Jlyuiie
YTOYHH Yy HETO, OTIPABJISII JIU OH TEOE UX.

o o

Ceru WI-FI

Wi-Fi — 910 He BHI mepenavyd JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUINL OpEH],
Mapka. Eme B 1991 romy HuzaepiaHjckas KOMIAHHUS 3aperucTpupoBaia OpeH.
«WECA», uto o6o3nauano cinoBocoueranue «Wireless Fidelity», koTopsiii
NEPEBOIUTCS KaK «0eCpOBOAHASI TOUHOCTDY.

Jlo Hamiero BpeMeHH Joluia apyras abOpeBuarypa, KOTopas sIBISIETCS TaKOM xKe
TexHosoruen. 9to abopeBuarypa « Wi-Fi». Takoe HazBaHue ObLJIO TaHO C HAMEKOM
Ha CTaHAapT BbICIIMHI 3ByKOBOM TexHuKU Hi-F1, yTo B mepeBojie 03HauaeT «BbICOKas
TOYHOCTBY.

Jla, OecrulaTHBIA WHTEPHET-IAOCTYN B Kade, OTeNISIX U a’poropTax SBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTHE 3KCTIEPThI CUUTAIOT, UTO
obmenoctynabie Wi-Fi cetn He SBISIOTCS 0€30MacHBIMH.



Cogertsl 110 0e30mMacHOCTH paboTe B 00menocTynHbIX ceTsix Wi-fi:

1.

He nepenaBaii cBoo Ju4Hy0 wHpopmanmio uepe3 obmeaoctynabie Wi-Fi
cetu. Paboras B HUX, JKeJlaTeIbHO HE BBOAUTH MAPOJU JOCTYIA, JOTHHBI
Y KaKue-TO HoMepa.

Hcnonb3yil 1 OOHOBIISII aHTUBHPYCHbIE NPOrpaMmbl U OpanamMayep. Tem
CaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTBO.

[Tpu ucnonb3oBannu Wi-Fi orkiaroun ¢pynknuio «O0muil moctymn K daitiam
u npuHTepaM». JlaaHas GyHKIHS 3aKphITa TI0 YMOJTYAaHUIO, OJTHAKO HEKOTOPHIE
MOJIb30BaTEIM aKTUBUPYIOT €€ Al yAOOCTBa HCIIOJIb30BaHUS B pabOTe WU
yuaebe.

He ncnoan3yii nyoanunbiii WI-FI s nepenaun TM4HbIX JaHHBIX, HATIPUMED
JUIS1 BBIXO/IA B COLIMAIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY.

Nnonb3yit TOJBKO 3amuumeHnoe coequnenue yepe3s HTTPS, a ne HTTP, 1. e.
pu Habope BeO-azipeca BBOAM UMEHHO «https://«.

B MmobOuibHOM  Tenedone oTkimoun  pynknuio «[lonkmodenne  k Wi-Fi
aBTOMaTtn4eckn». He qomyckaid aBTOMaTHYECKOTO MOAKIIOYEHHS YCTPOMCTBA
k cetaMm Wi-Fi1 6e3 TBoero cornacus.

ConmnajbHbie CeTH

CouuasibHbIE CETH aKTHBHO BXOJAT B HAIly >XW3Hb, MHOTHE JIOJIW pPadOTaroT
W ’KUBYT TaM IIOCTOSIHHO, a B Facebook y»e 3apeructpupoBaH MUJIHAP YEIOBEK,
qTO SIBJISIETCS OJHOM CEAbMOM BCEX JKUTEJICH IUIaHeThl. MHOTHE MOJIL30BaTEIU
HE MOHUMAIOT, 4TO MH(OpPMaLIKs, pa3MEIIeHHAs MU B COLIMATBHBIX CETAX, MOXKET
ObITh HalJieHA U KCIOJb30BaHA KEM YroJHO, B TOM 4YHUCJIE HE 0053aTeJIbHO
c OJlaruMu HaMEepEeHUSIMHU.

OCHOBHBIE COBETHI IO 0E30IMACHOCTH B COLIMAIBHBIX CETAX:

1.

Orpanuyb cnucok apy3ei . Y 1e0s B Ipy3bsX HE JOJKHO OBITH CIyYalHBIX
Y HE3HAKOMBIX JIFOJICH.

3amuiai cBOKO YacTHYIO KM3Hb . He ykasbiBail maponu, tenedoHsl, aapeca,
JaTy TBOETO POXKIAEHUS U APYTYIO JMYHYI0 MHGOPMALHIO. 3I0yMBINUICHHUKA
MOTYT HCIOJb30BaTh Jake HH(POPMALMIO O TOM, KaK Thl U TBOU POAMUTEIU
IUIAaHUPYETE MPOBECTU KAaHUKYJIBI.

3amuuai cBOI0 penyTanui — JCPXKU €€ B YUCTOTE U 3a7aBaii cebe BOmpoc:
XoTen Obl ThI, YTOOBI ApPYyrye IMOJIb30BATE€IN BUJENIH, YTO ThI 3arpy’Kacuib?
[Tomymaii, mpesxie 4ueM 4To-TO OMmyOJIMKOBaTh, HAIKCATD U 3arPy3UTh.

Ecnu  ThI TOBOpUIIL C JIFOJBMHU, KOTOPBIX HE 3HACIIb, HE UCIOJb3YyHl CBOE
peajibHOe MMM U JPYTYI0 JUYHYIO HMH(OPMALMU: UMS, MECTO >KUTEJIbCTBA,
MECTO yueObl U Ipouee.

N36erait  pasmemenus (Qororpaduit B MUHTEepHeTe, Tae Thl H300pakeH
Ha MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOMOJI0KEHHE .



6. Ilpu peructparnuyi B CONMAIBLHON CETH HEOOXOAMMO HCIOJIB30BAThH CJIOKHbIE
MAaPoJIM , COCTOSIIME U3 OYKB U ITU(p U ¢ KOJIMUYECTBOM 3HAKOB HE MEHEE 8.

7. JIma  comuambHOM  CETH, TOYTHI W APYTHX  CAMTOB  HEOOXOJMMO
HCIIOJIB30BaTh pa3Hble  MapoJIH . Torma ecim  TeOS  B3JIOMAIOT,
TO 3JIOYMBIIIJICHHUKH TOJydaT JAOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE

cpasy.
DJIEKTPOHHBbIE JeHbIH

DNeKTPOHHBIC JCHBIM — OTO OYEHb YIOOHBIM CIOCOO IUIATeKEH, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh T JICHBIH.

3J’I€KTpOHHBI€ ACHBTHU IIOSABUJINCH COBCEM HCEIABHO W MMCHHO MH3-3a DJOTOI'O
BO MHOTHX rocyaapCTrBax a0 CHUX IIOP HE IMPOIIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke OHM (YHKIIMOHUPYIOT U O HUX YK€ IPOMHCAHO B 3aKOHE, TIJie
UX Pa3/eisI0OT HA HECKOJIBKO BHJIOB — AHOHUMHBIE M HE aHOHMMHBIE. Pa3Hunna
B TOM, YTO aHOHMMHBIE — 3TO T€, B KOTOPBIX pa3peuiacTcsi NpOBOAUTH Olepalin
0e3 wuaeHTU(UKALMM  TOJb30BATENs, a B HEAHOHMMHBIX  HJEHTU(PUKALUU
II0JIB30BATENS SBIIAETCS 00513aTETbHOM.
Takxke cienyer  pas3nuyarb — AJEKTPOHHbIE  (UaTHbIE  JE€HBIW  (paBHbI
rOCYJIapCTBEHHBIM BaJll0TaM) U AJIEKTPOHHBIE He(dUATHBIE JI€HBI'M (HE PABHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30IacHON PabOTE C NEKTPOHHBIMH JIEHbraMU:

1. IpuBszKM K c4eTy MOOWIbHBINA TenedoH. JTO caMblil yIOOHBIA U OBICTPBIA
CIocO0 BOCCTAaHOBUTH JIOCTYM K cueTy. [IpuBsizaHHbIN TenePOH MOMOXKET, eClIu
3a0yJelib CBOM IIJIATEKHBIM Mapojib WX 3aljiellb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA.

2. Ucnoan3yii omaHopa3oBble mapoJu . Ilocme mepexoma Ha yCHICHHYIO
aBTOpU3ALMIO TeOe yKe He OyJIeT yrpoXkaTh OMACHOCTh KPaKU WM MepexBaTa
IUIATEKHOIO MapOJIs.

3. BoiOepu caoxkublii maposb . [lpectynmHukam OyAeT He IpPOCTO yranarhb
CJIIOXHBIM Taposibs. HanexHsle maponu — 3TO Hapojiv, KOTOPBIE COAEpHkKaT
HE MeHee 8 3HaKOB 1 BKJIFOYAIOT B c€0sI CTPOYHBIC U TIPOIUCHBIE OYKBBI, IIU(PPHI
Y HECKOJIbKO CHMBOJIOB, TaKHE KaK 3HaK Joiuiapa, (yHTa, BOCKIUIATEIbHBIHN
3HaK u T. . Hanpumep, StROng!;.

4. He BBOAM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSECUIb.

JJIEKTPOHHAA MOYTA

ONEeKTpOHHAas MoYTa — O3TO TEXHOJOTHS U MPEAOCTABISIEMbIE €10 YCIYTU
IO TMEPECHUIKE U MOTYUYEHHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPHIE PACTIPECIISIFOTCS
B KOMIIBIOTEPHOW ceTh. OOBIYHO JJICKTPOHHBIM IMOYTOBBIN SIIUK BBITJISIAT



CJIEIYIONTUM 00pa3oM: UMsI_TIOJIh30BaTENA(@WUMS_JToMeHa. Takke Kpome mepeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEpe/iaBaTh (pailibl.

OcHOBHBIE COBETHI IO 0€30IMacCHOM PadOTE C IIESKTPOHHOU MOYTOM:

1.

Hano BbIOpaTh NpaBWIbHBIA TIOYTOBBIA cepBUC . B unTepHeTe ecTh
OTPOMHBIN BBIOOP OECIIATHBIX IMOYTOBBIX CEPBHUCOB, OJIHAKO JIYYILE JOBEPSTH
TEM, KOTO 3HA€lllb U KTO MEPBbIN B PEUTHUHTE.

He yka3piBaii B tuuHOil Toute JMuHyl0 HHpopmaiuioo. Hampumep, nydiie
BBIOpATh «My3bIKaIbHBIN (panat@" unum «pok2013» BmecTo «Temal3y.
Hcnonbe3yil ABYX3TANIHYI0 AaBTOPU3ALMIO . DTO KOTJa TOMUMO AP0 HYKHO
BBOJIUTH KO/, MPUChIIaeMblii 1o SMS.

Bbi0epu c10kHBIA MapoJib . 11 KaKJ0ro MO4YTOBOTO SIIIMKA JOKEH OBITh
CBOW HAJEKHBIA, YCTOWYHUBBIN K B3JIOMY HapOJIb.

Ecnu ecth BO3MOKHOCTB HAMMCATh CAMOMY CBOM JIMYHBINA BOIIPOC , UCIIOJIb3YH
3Ty BO3MOYKHOCTb.

Hcnonp3yii HECKOIBKO MOYTOBBIX SAIIUMKOB . [lepBeiii 11 9acTHOM
IIEPEINCKHU C aipecaTaMH, KOTOPBIM Thl TOBEPSACIIb. JTO JJIEKTPOHHBIN aJIpec
HE HaJ0 MCIOJIb30BaTh IPU PETUCTPALIMK Ha (pOopyMax U canTax.

He orkpbiBailt (aiibl ¥ Jpyrue BIOXKEHUSA B IMCbMAaxX, OAKE €CIA OHHU
IPULLUIA OT TBOUX Jpy3ei. Jlydlille yTouHU y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU
Gbaib.

[Tocne oxoHuaHusi pabOTHl HA MOYTOBOM CEPBUCE IEPEN 3aKPBHITUEM BKIIAJKU
C caiiToM He 3a0y/Ib HA)KaTh Ha « BBIHTH ».

KubepOyaimHr uiam BUPTYyaJbHOE U3/1€BATEIbLCTBO

KubepOymumHr — mpeciieqoBaHue COOOIIEHUSIMH, COJIEPKAIUMH OCKOPOJICHUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COIMaIbHOE OOMKOTUPOBAHUE C TIOMOIIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KMOEPOYIITMHTOM:

1.

no

o

He Opocaiicsi B 00ii . JIyumnii cioco0: TOCOBETOBATHCS KakK ce0s1 BECTH U, €CITH
HET TOT0, K KOMY MOXHO OOpaTHTbCs, TO BHa4yajle YCIOKOUThbCs. Ecnu
Thl HAYHEIIb OTBEYaTh OCKOPOJCHUSIMH Ha OCKOPOJIEHUS, TO TOJBKO €lie
00JIbIIE PA30KKEIIb KOHDIUKT.

YnpasJasii cBoeit kubepperyTaruei.

AHOHUMHOCTH B ceTh MHMMAas . CyIIeCTBYIOT CLIOCOOBI BBISICHUTh, KTO CTOUT
32 AHOHUMHBIM aKKayHTOM.

He crour Bectu  XynuraHckuii o0pa3 BUPTyasibHOM ku3HU. WHTepHET
(buKcUpyeT Bce TBOU JEUCTBHSI M COXpaHSET UX. YJIaluTh UX OyAeT KpaiiHe
3aTPYAHUTEIBHO.

Co0ur0aait CBOIO BUPTYAJIBHYIO YECTh CMOJIOAY.

Urnopupyii equnnynbiii Heratus. OAHOPA30BbIE OCKOPOUTENBHBIE COOOIIECHUS
Jydile urHopupoBath. OOBIYHO arpeccus MpeKpaiaeTcss Ha Ha4aabHOM CTaIuH.



7. ban arpeccopa. B mporpaMMax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH,
B COLMAIBHBIX CETAX €CTh BO3MOKHOCTH OJIOKUPOBKU OTIIPABKH COOOIIEHUIA
C OTPEACTICHHBIX a/IPECOB.

8. Ecnu 1o cBHIeTe b KHOepOy/siMHra . TBoM AeiicTBUS: BBICTYNUTH HPOTHB
IpecieoBaTes, MoKa3aTh €My, 4TO €ro JCHUCTBHUS OLIEHHUBAIOTCS HETaTHBHO,
HOJIEPKATh KEPTBY, KOTOPOW HY>KHA MCHXOJOTHYECKasi MOMOIIb, COOOIIUTH
B3pOCIBIM O (haKTe arpecCUBHOTO MOBECHUS B CETH.

MooOuibHbIN TesedoH

CoBpemeHHbIe cMapT(hOHBI U IUIAHIIETHI COJIepkKaT B ceOe BIOJHE B3POCIHbBIN
GyHKIIMOHAT, W TeMeph OHU MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMU
KoMmmbioTepamMu. OJTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPONCTB MOKa OYEHb
Maiio. TecTupoBaHue U MTOUCK YSI3BUMOCTEN B HUX TPOUCXOJIUT HE TAK NHTEHCHUBHO,
kak ju1st [1K, 1o *e camoe kacaeTcs 1 MOOUJIbHBIX TTPUIIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JIOTHAIU HACTOJbHBIC
aHaJIOTH, OJHAKO paclMpeHue (yHKIMOHANAa BJEYeT 3a CO0OM OOJIBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIECHHOCTb.

I[aJ'ICKO HC BCC  IIPOMU3BOAUTCIIN  BBIITYCKAIOT O6HOBJ’I€HI/IH, 3aKPbIBAIOIHC
KPUTHUYICCKUC YA3BUMOCTHU IJIsI CBOUX yCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:

1. Huuero He sBigeTCS MO-HacTosiieMy OeciuiaTHBIM. Byab ocToposkeH , Beab
Korjga tebe mpejuiararoT OecrulaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAKHAE-TO IJIATHBIE YCIIYTH.

2. Jlymaii, npexae yem otnpaButb SMS, ¢oto wiu Buaeo. Tel TOUHO 3HAEIID,

r7€ OHU OyAYT B KOHEYHOM UTOTE?

Heo0xoa1mMo 00HOBJISITH ONIEPAIIMOHHYI0 CHCTEMY TBOETO CMapTQoHa.

Hcnonb3yit aHTHBMPYCHBIE POTPaAMMBI 1711 MOOMIBHBIX Te€JIE€(OHOB.

He 3arpyxaii NpuJ/Io:KeHUs1 OT HEM3BECTHOI0 MCTOYHHUKA , BEIb OHU MOTYT

COJIEpKaTh BPEIOHOCHOE MTPOTrPaMMHOE OOeCTIieueHueE.

6. Ilocie Toro Kak ThI BRIMJCIIH C CaiiTa, T/I€ BBOAWI JUYHYIO WH(OpMAIHUIO,
3aiiIi B HACTPOUKHM Opay3epa u yaajam cookies .

7. Tlepuonnuecky mpoBepsiil , KaKue IUIATHBIE YCIYTd aKTUBUPOBAHBI HA TBOEM
HOMEpE.

8. HaBaii cBoii HOMEp MOOWIBHOTO Tele(poHa TOABKO JHISAM, KOTOPbIX
ThI 3HAelIb U KOMY JOBEPSICIIb.

9. Bluetooth goskeH ObITH BBIKJIKYEH , KOTJa Thl UM HE MOJIb3YEIIbCS.
He 3a0b1Baii nHOT 1@ IPOBEPATH ITO.
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Online urpsbi



COBpeMCHHbIe OHJ'IEIfIH-PII’pBI— 9TO KPaCOYHBIC, 3aXBATbIBAIOIINC PA3BJICYCHUS,
06’bCILHHHIOHII/I€ COTHH TbICAY YCJIOBCK IIO BCEMY MHUDPY. I/IFpOKI/I HCCIICAYIOT
I[aHHLII‘/’I UM MHUD, O6HlaIOTCH Apyr C APYTOM, BBIIIOJJHAIOT 3aAdHUA, CPAXKAIOTCA
C MOHCTpaMU H IMOJYYarOT OIIBIT. 3a YAOBOJIBCTBUC OHM INIATAT: IIOKYIIAOT OHUCK,
OIIJIAYMBAIOT A0OHEMEHT MIIH HpI/IO6p€TaI-OT KaKHC-TO OIIIIHMH.

Bce 3t cpeacrtBa wayT Ha MOAJAEpPKAHWUE W PA3BUTHUE WUIPhI, a TAKKE HA caMy
0€30IMaCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3AIMHU, BBIITYCKAIOTCS HOBBIE
natyu (uQpoBbIe 3aIIaTKA TSl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmoio6HBIX Hrpax CTOUT OIAcaThCs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)kH TBOETO IMapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIIUU OOJIBIIIMHCTBA
urp.

OCHOBHBIEC COBETHI IT0 0€30ITaCHOCTH TBOETO HUI'PpOBOI0 aKKayHTa:

1. Ecnmu npyroit  urpok  BemeT ce0d  IUIOXO WM co3maeT  Tebe
HEIPUATHOCTH, 3a0JIOKMPYH €r0 B CIIMCKE UTPOKOB;

2. Hoxkanyiics agMMHMCTPATOPAM UIPhl Ha IUIOXO€ MOBEIECHUE 3TOr0 UTPOKa,

JKeJNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

He yka3piBaii 1muHyI0 HHGOpMALHIO B ITpodaiine Uurpsl;

YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBiauBaii HeopuIMaibHbIE TATYH U MO/IBI;

Hcnonp3yii c10KHbIE U pa3Hble apoJIy ;

Jlaxke BO BpeMsi UTpbl HE CTOMT OTKJIIOYaTh aHTUBHMPYC . [loka Tkl urpaemin,

TBOM KOMIBIOTEP MOTYT 3apa3UTh.

NOoOOhow

OUIIHHT WA Kpaika JIMYHbIX JaHHbIX

OOBIYHON Kpakell JeHer | JOKYMEHTOB CEroJHi YK€ HHUKOrO0 HE YJIWBHIIb,
HO C Pa3BUTHUEM  HMHTEPHET-TEXHOJIOTMM  3JI0OYMBILUIEHHUKH  MEPEMECTUIIUCH
B MHTEPHET, U MPOJAO0KAIOT 3aHUMATHCS «JTFOOMMBIMY JIEJIOM.

Tak mosiBUiIach HOBasl yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJIaBHas
Helb  KOTOPOTrO  COCTOMT B MOJYYEHUM  KOH(MUICHIMAIbHBIX  JaHHBIX
M0JIb30BaTENe — JIOTMHOB U napoJieid. Ha anrnuiickom s3bike phishing untaercs
kak ¢ummHr (ot fishing — peiOHas stoBIs, password — maposib).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Caeau 3a cBouM akkayHTOM . Eciiu ThI o/103peBaeiiib, 4To TBOS aHKETa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBAThH €€ U COOOIIUTh aJMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKopee.

2. WUcnonn3yit 6e30macHble BeO-CAMTBI, B TOM 4YHCIE, WHTEPHET-Mara3uHOB
Y TIOMCKOBBIX CHCTEM.



3. Hcnonb3yii c10:kHble W pa3Hble napoau . TakuMm o0pa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHU TOJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY
npodUII0 B CETH, @ HE KO BCEM.

4. Ecnu Te0s B3JIOMAJIH , TO HEOOXOAUMO NPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBIICHBI y TEOS B IPY3bSAX, O TOM, UTO T€OsI B3JIOMAJIH U, BO3MOXKHO,
OT TBOETO UMEHHU OY/IeT pacChlIaThCs CIIaM U CCHUIKH Ha (DUIIUHTOBBIE CANTHI.

5. YcranoBu HajaexxHblil napoJb (PIN) Ha MoOMIBHBIN TenedoH.
6. OTkJII0YM cOXpaHEHHE Mapossi B Opaysepe.
7. He oTkpbiBail (ailyibl U Ipyrue BIOXKEHUS B IIUCbMAaX, JaXe €Cld OHHU

NPUILTA OT TBOUX JApy3eid. Jlydie yTouHr y HUX, OTIPABIISUIA JIH OHU TeOe 3Th
(aitnbl.

udposasi penyrauus

[MuppoBas penyranuss — 3TO HETaTUBHAs WM MO3UTHBHAs MH(GOpPMALMS B CETU
o tebe. Kommpomerupyromas uHdopMmanus pa3MelleHHass B MHTEPHETE MOXKET
CEpbE3HBIM 00pa30M OTpPa3UThCA Ha TBoeW peasbHOM ku3HU. «l{udposas
penyTanus» — 3TO TBOM UMUK, KOTOPbIA (opMHUpyeTcs U3 HHPopMauuu o tede
B UHTEPHETE.

TBOe MeCTO KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOEHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX — BCE ITO HAKATUIMBAECTCS B CETH.

MHorue mOJIPOCTKM  JIETKOMBICIEHHO OTHOCATCS K IMyOJIMKaluu — JIMYHOU
uHpopmanuu B MHTepHETE, HE MOHMMAash BO3MOXKHBIX MOCIEACTBUMA. ThI 1axe
HE CMOJKEILIb 10raJaThCs O TOM, 4TO poTorpadusi, pa3MelleHHas S JIeT Ha3all, cTana
MPUYUHON OTKAa3a MPUHATH TEOs Ha padoTy.

Kommenrtapuu, pasmemienne TBoux (ororpaduii u apyrue JIeWCTBUS MOTYT
HE UCYE3HYTh JIaXKe MOCIe TOro, KaK Thl X YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty MH(OpMaLKIO, MOMaja JId OHA B MOMCKOBBIE CUCTEMbI M COXPAHWJIACH JIU OHA,
a rJaBHOE: Y4TO MOAYMAalOT O Te0e OKpyKaroulee JII0IU, KOTOPbIEe HAWIYT U YBUIAT
»10. HaliTn mHboOpMalio MHOTO JIET CIYCTSI CMOKET JIF0OOW — Kak U3 J0OphIX
noOyXA€HUH, TaK U C HAMEPEHUEM IPUUUHUTD BPEJ. DTO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI TI0 3aIIUTE MUPPOBOI pEIyTaIUU:

1. Moxymaii , npexe yeM 4To-To MyOJIMKOBATh U MepelaBaTh y ceOs B Oyiore uiu
B COIIMAJILHOM CETH.

2. B nactpoiikax npodussi ycTaHOBH OTpaHUYEHUS Ha IPOCMOTP TBOETro mpoduiis
1 €T0 COAEPKUMOr0, CAETAN €r0 TOJBKO «IJIsl APY3ei» .

3. He pazmemaii  u He yka3piBall  HMHQpOpMAIMIO, KOTOpas MOXKET KOro-
100 0CKOPOJISITH WA O0MKATh.

ABTOpPCKOE IPaBo



CoBpeMeHHBbIE MKOJLHUKN — aKTUBHBIC TTOJIH30BATEH IU(PPOBOTO MPOCTPAHCTBA.
OnHako JajdeKo HeE BCEe 3HAIOT, 4YTO IIOJb30BAaHHE MHOTMMH BO3MO>KHOCTSIMH
mudpoBoro  Mupa TpeOyer  COONIOACHUS  TIpaB  Ha WHTEUICKTYaJbHYIO
COOCTBEHHOCTb.

TepMUH «MHTEIIEKTyalbHasi COOCTBEHHOCThY» OTHOCHUTCS K Pa3IMUYHBIM TBOPEHUSIM
YeJIOBEYECKOT0 yMa, HauWHas C HOBBIX M300pETEHHI W 3HAKOB, 0003HAYAOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, W 3aKaHUYMBasi KHUTaMu, ¢otorpadusimMu,
KUHO(QUIBMAMH U MY3bIKAIbHBIMHU MPOU3BEIACHHUSIMH.

ABTOpCcKME IIpaBa— 3TO IpaBa Ha UHTEJUIEKTYaJbHYIO COOCTBEHHOCTb
Ha IIPOU3BEACHUS HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHUE ITpaBa BBICTYIAIOT
B KaUeCTBE TapaHTHM TOTO, YTO HHTEJUIEKTYaJbHBIW/TBOPUECKUNA TPYyJ aBTOpa
He OyJeT HampacHbIM, JacT €My CHpPaBeIJIMBbIE BO3MOXKHOCTH 3apaboTaTh
Ha pe3yJibTaTax CBOEro TPyJa, MOJYYUTh U3BECTHOCTh M mpusHaHue. Hukro 6e3
pa3pelIeHuss  aBTOpa  HE MOXKET  BOCHPOW3BOAUTH  €r0  IPOU3BEICHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, MPOJABATH, HMIIOPTHUPOBATH,
IyCKaTh B MPOKAT, MyOJMYHO HUCHOJIHATH, MOKA3bIBATH/UCHOJIHATh B 3pUpE WU
pa3memats B MHTEpHETE.

Hcnonb30BaHre «MUPATCKOTO» IPOTPAaMMHOT0 0OECTICUCHUsST MOXKET IMPUBECTH
K MHOTUM PHUCKaM: OT ITOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKU TBOETO
YCTPOMCTBA, TJE€ YCTAHOBJICHHBIM HE JIeTaIbHAsA Iporpamma. He crout Takxke
3a0bIBaTh, YTO CYIIECTBYET JIETAIbHBIC U OECILJIATHBIE MPOTPAMMBbI, KOTOPHIE MOKHO
HaWTH B CETH.

O nopraJe #ceTeBU40K

CereBr4oK.p() — TBOW TIJIABHBIM COBETYMK B CETU. 3/€Ch Thl MOXKEIb Y3HATh
0 0€30MaCHOCTH B CETH MOHSTHBIM U JOCTYIHBIM $I3bIKOM, a TP BO3HUKHOBEHUU
KPUTUYECKOM CUTyallud OOpaTUThCA 3a COBETOM. A TakkKe NPHUHATh ydacTHe
B KOHKYpCax M CTaTh CaMbIM HU(POBBIM I'paxk TaHUHOM !
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